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Application 1: Partnership-enhanced Cloud  

As mentioned in the previous section, 

the cloud is still big business. Likely, a 

trillion-dollar business a year soon. 

Confidential cloud, or as Gartner have 

termed it: privacy-enhancing 

computation will become a major 

growth segment in the next few years3. 

The Confidential Computing Consortium 

is already using this use case to promote 

the use of TEEs4. Run by the Linux 

Foundation and including every large 

cloud provider such as Alibaba, Baidu, 

Google Cloud, Microsoft, and Tencent, 

the consortium all views this use case as 

a business driver throughout the 2020s. 

Even if the consortium fails in its 

objectives, its existence shows how 

important these companies see 

confidential computing in the Cloud. 

 

There are plenty of security concerns 

which have cast doubt on the security 

guarantees of TEEs. So, we expect highly 

sensitive tasks to combine TEE execution 

with other PET tools such as 

homomorphic encryption and MPC for 

additional guarantees, especially in the 

security and defence industries. 

Software-based cryptography like 

verified computing may well be cheaper 

and certainly more flexible in the long-

term, but hardware-based TEEs are good 

enough today. As virtualized TEE 

 
3 Gartner (2020). Gartner Top Strategic Technology 
Trends for 2021. [online] Available at: 
https://www.gartner.com/smarterwithgartner/gart
ner-top-strategic-technology-trends-for-2021/. 

execution gets easier and more widely 

offered, it will be harder for software-only 

solutions to win customers despite 

having better security credentials. TEEs 

have the advantage over techniques like 

FHE and MPC that also address the 

untrusted outsourcing problem in that 

they are application specific. Simply, the 

product is an easier sell. Ultimately, 

because of path dependency or 

institutional inertia, good enough today 

wins over better tomorrow. The 

outstanding question regarding 

confidential cloud computing is how 

much processing needs to be 

confidential? The answer may well be a 

function of cost; how quickly 

competition and economies of scale 

bring down TEE costs may well drive the 

growth of this segment. The fact that all 

the biggest technology companies are 

involved in the space suggests the future 

for TEEs and confidential cloud is bright.  

 

2030 Prediction  
● Partnership-enhanced cloud is 

the largest segments of the Cloud 

market, with all vendors offering 

TEE-based environments. The TEE 

market expanded considerably, 

as hardware costs continued to 

be driven downwards, almost all 

4 Confidential Computing Consortium Defining 
and Enabling Confidential Computing. (n.d.). 
[online] Available at: 
https://confidentialcomputing.io/wp-
content/uploads/sites/85/2019/12/CCC_Overview.pdf 
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